
PenetraƟon Test Report

ExecuƟve Summary – ACME Corp



Methodology

• - Reconnaissance
• - EnumeraƟon
• - Lateral Movement
• - Privilege EscalaƟon



Key Findings

• - Misconfigured AD Permissions
• - Unrestricted WinRM
• - Weak GPO ProtecƟon



Conclusion

• Immediate acƟon recommended:
• - Harden ACLs
• - Restrict administraƟve protocols
• - Enable SIEM monitoring


